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ABSTRACT

In recent processors (CPUs), microarchitectural features can open the door to security holes and paves the way to side-
channel analysis and transient execution attacks like Meltdown and Spectre. These powerful threats require a thorough
analysis and anticipation of potential attacks. The ARCHI-SEC project is to create an open simulation platform based on
GEMS5 to find microarchitectural vulnerabilities in a system on chip (SoC).

OBIJECTIVES

The increase in complexity of modern CPUs and SoCs is mainly driven by the seek of performance rather than security, and
most microarchitectural features can open the door to security holes. The ARCHI-SEC project is to analyze the security of
processors and SoC against microarchitectural attacks. It will create an open virtual platform relying on the gem5 simulator
which is a cycle-accurate simulator. GEM5 supports most CPU manufacturers and provides accurate information to observe
the microarchitectural behavior and perpetrate attacks. It can simulate components of an heterogeneous SoC architecture.
This allows to reproduce the behavior of accelerators or memories and execute fault attacks like Rowhammer on DRAM or
Dynamic Voltage and Frequency Scaling (DVFS) in a cryptographic accelerator.

METHOD and FIRST RESULTS
The project is split in parts corresponding to a SoC architecture
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