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Des entreprises
hebergeant des données
dans le cloud ont

7 0 % rencontre un ‘incident’

de securite durant
[‘année ecoulee.
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Ca fait I'actualite, c’est de plus en plus sophistique.

https://tinyurl.com/Cloud-accounts-hijacked
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Hackers hijacked cloud accounts of high-tech
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Modele de sécurité partage
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Security Best Practices

cC O & https://docs.microsoft.com/en-us/azure/security/azure-security-network-security-best-practices
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Use virtual network appliances

£ e seniy

Microsoft Antimalware NSGs and user-defined routing can provide a certain measure of network security at the
> laa$ security network and transport layers of the OS| model. But in some situations, you want or need to
> ldentity management enable security at high levels of the stack. In such situations, we recommend that you deploy

v Network security virtual network security appliances provided by Azure partners.

Azure network security appliances can deliver better security than what network-level controls

DDos Protection provide. Network security capabilities of virtual network security appliances include:

Boundary security

> Application * Firewalling

L o ¢ Intrusion detection/intrusion prevention
> Monitoring, auditing, and N
operations e Vulnerability management

> Governance and compliance * Application control
* Network-based anomaly detection
* Web filtering

* Antivirus

White papers
Azure security services

Technical overviews .
* Botnet protection

Best practices
To find available Azure virtual network security appliances, go to the Azure Marketplace and

>

Resources
search for “security” and "network security.”




Your Responsibilities

Responsibility On-Prem laaS Paa5  SaaS

Data classification

& accountability The Customer is responsible for the security of each asset layer

Client & end-point

e The Customer is responsible for providing host security

Identity & access

M e The Customer is responsible for authenticating user/service access

Application

The Customer is responsible for securing application infrastructure
level controls

Network controls The Customer is responsible for securing and inspecting network traffic

Host infrastructure Customer/Microsoft is responsible for the security ‘of ’ the Cloud

Physical security Microsoft is responsible for the Physical Security ‘of * the Cloud

. Cloud Customer . Cloud Provider

Source: Microsoft TechNet — Shared Responsibilities for Cloud Computing



La sécurité du cloud est une responsabilité partagée

Host WAF IPS VPN Next-Gen Proxy
p Security Firewall
Securite
Data
Security

DANS le
Cloud

Sécurité
DU Cloud
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Applications and Content

Network Inventory Access
Security Configuration Controls

] —
=B (=
Foundational

Services

Compute Network Storage Availability
Zones

Votre
responsabilité

Responsabilité

du CSP
AWS, Azure, Google



Le Cloud c’est pareil... mais différent.
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PERIMETRE CLAIR, CONTROLE ET BIEN DEFENDU

S

SERVER SERVER SERVER SERVER

DANS VOS LOCAUX
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8] AWS CLOUD

Passerelle Internet

5

Amazon Simple
Storage Service (S3)

Amazon Elastic
Kubernetes Service

Amazon
Dynamo DB

AWS Lambda
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8] AWS CLOUD

Passerelle Internet

S

Amazon Simple
Storage Service (S3)

Amazon E|astic\
Kubernetes Service

g,

Amazon
Dynamo D&

AWS Lambda
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Votre responsabilité
Sécurite DANS le Cloud

HOSF
Security

Next-Gen

Firewall

Applications & Contenu

Network

Security
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Inventor
y Access Controls

Configuration

Data
Security

Y> - XG Firewall
Y
\X — Intercept X

— Le client fait les MAJ des
OS et des applications

™' _ Sophos Cloud Optix
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Une gamme complete de solutions

* Une offre fonctionnelle modulaire : firewall, protection serveurs

* Sophos Central (Saa$) :
* Console d’administration unifiée et ergonomique,

o Alertes corrélées,

* Rapports,
* API RESTful

INTERCEPT X avec EDR

~ XG FIREWALL
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Protection et gestion de la position de sécurité

@ Découverte d’actifs et Sécurité des acces

Clouad DtiX
7 Detectiel desl Optimisation des
@ menaces et réponses colits

assistées

Scan de conformité et Intégration du
de sécurité Cl/CD

awg GoogleCloud /4 Azure
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Un service d’analyse a la demande pour sécuriser vos applications

e Intelix sur le MarketPlace d’AWS.

Data Sources

Sophos Telemetry
[Network, Endpoint, Mobile]

=
Honeypots

API Services
D File Submissions
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QOS

intelix

O Cloud Threat Lookups .
crawsmarketpizce (Y

SophosLabs Intelix

Sophos Limited

C% Industry Intel Sharing

(| Spam Traps

Powered by machine learning, decades of threat research, and petabytes of intelligence,

SophosLabs Intelix gives your app superpowers to identify, classify, and prevent threats.

Designed for easy integration into any application, augmenting your cybersecurity is only an

é Subscriptions og

=1 Global Reputation Overview
ﬁ Web Crawlers Static Analyzers
Dynamic Analysis [Sandbox)

Machine Learnin
ﬁ' O p en SD urce . d enabling programmers to directly tap into the technology and intelligence behind Sophos
Deep Learning products through RESTful APIs.

Threat Research _ _ : 2
Based on petabytes of information about the threat landscape, machine learning and the experience in threat analysis and research

\ Reve rse Eng I neerlng / latest in static and dynamic analysis techniques. Leverage first class protection only « Leverage SophosLabs threat intelligence services

available from the cloud to easily identify known and potential threats, derive verdicts and

Product Overview

SophosLabs Intelix is a cloud-based threat intelligence and threat analysis platform,

* Harness the power of 30-plus years of SophosLabs

actively used in Sophos products

rich threat intelligence reports in seconds
* RESTful APIs, with easily decomposable JSON

Intelix provides four Easy-to-Use Services Teaponscs

Cloud Lookups

Quickly identify known threats via direct access to the latest SophosLabs threat
intelligence, query using suspect malware file hashes, URLs, IPv4 addresses, or Android
APKs.
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Challenges
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Principales préoccupations des Professionnels de
I'informatique quant au déploiement en mode CLOUD.

Menaces

Identifier et répondre aux incidents de
sécurité est un sujet critique.

41%

Des entreprises interrogées.

\‘W’\
Couts

Identifier les variations de codts
d’exploitation des environnements CLOUD
est un sujet important.

26%

Des entreprises interrogées

L\
Conformiteé

Rester conforme aux regles et normes est
un sujet d’inquietude.

27%

Des entreprises interrogées




Evolution de la surveillance / monitoring

///,e [ ==e
j = g
=  om s
Expérience Ressources a courte D,a\{a?]t,age de Velocite
" : ‘ PEripneriques Cycle de publication
Utilisateur (UX) duree de vie davantage de données L pluseapide
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Evolution de la Sécurité Synchronisée du CLOUD.

Notre volonté est de fournir la meilleure protection et visibilité sur I'ensemble de vos données.
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Restons en contact

Ecrivez-nous Livre blanc
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