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Trustworthy company you can rely on

French Deeptech founded in 2015

o 23 FTE with % of engineers and PhD
o 10 innovation awards
o Editor of the static analyzer for Al: Saimple®

Experts in formal methods

o More than 2 decades of R&D
o More than 40 published scientific articles

Experts in Al standardization

o Active member of standardization bodies:
ISO/IEC, CEN-CENELEC, AFNOR...

o Major contributor to ISO/IEC 24029 series on
robustness assessment of Al systems

We are numalis

High-level experts team

Standardization expert

R&D team expanding the state of the art
Scale up technology team
Industrialization team

Use case support team




We Believe

That Al has humerous applications that can benefit the most,
but it's facing trust challenges preventing its adoption...

In critical applications,
“probably” safe is unacceptable




Help industry streamline the development and confident adoption
of trustworthy & regulatory compliant Al systems

Establishing rigorous framework described in Products and services to control the risk using
international standards on Al validation tools and proper skill management

o o sgimple aicet’

Al validation software Al Competence Certification
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High-Level Structuring Projects

Prime Name Objective
. FARYAY MLEAP Applicability of the EASA guideline for certification of Al avionic models
5&% NolLeFa Developing the framework for notified bodies regarding the Al Act
JEY CUAS | Specification of anti-drone systems
TE MRBMW&‘Q Al4DEF Methodology and tool for an Al for Defence platform
C%‘:\N/%YS& Detection & neutralization of IED
SNCF TELLi Self piloting trains
@esa AITIVE Validation of embedded Al system for space exploration

More at https://numalis.com/projects/




Standardization &
EU Regulatory Landscape




The EU Al Act, a Risk Based Approach

* X %
* *
% EU Al ACT %
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Human agency

and Oversight

Prohibited Al practices:

Technical
Robustness
and Safety

Accountability

Unacceptable risk Art. 5

High-risk:

evaluated and

addressed throughout

High-risk Al systems Art. 6
. the Al system'’s
Societal and \ _ ’
Evirontera / o cyle M 1y an
Transparency: wellbeing ‘ ‘

[
V=N

Diversity,
Non-Discrimination Transparency
and Fairness

Governance

Limited-risk Al systems Art. 52

No obligations:

Low or minimal-risk Al systems Art. 69

Trustworthy Al
Source: HLEG, EU




Human agency
and Oversight

Technical
Accountability Robustness

and Safety
‘ To be continuously 4
evaluated and
) addressed throughout \
. the Al system'’s l
Societal and A life cycle

Environlental A Privacy and Data
wellbeing l ’ Governance
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Diversity,
Non-Discrimination Transparency
and Fairness

Using state-of-the-art techniques described in the standards,
based on formal methods and abstract interpretation, we help
demonstrate model ability to maintain stable decisions despite
perturbations on inputs.

We help demonstrate model’s trustworthiness through formal proof,
ensuring transparency and accountability. By explaining how models
function and make decisions, we enable to build trust, detect biases,
and comply with regulations, improving both user confidence and
system reliability.



EU Al Act mechanics

The regulation is implemented through harmonized standards produced by CEN and CENELEC
using ISO documents. For robustness, the Trustworthiness Framework lays out the requirements
and refers to the ISO/IEC 24029 standards, which Saimple ensures compliance with.

: Regulation o . —_—
** » = > * ke * *
European
Standardization Harmonized S

request e EEE Notified Body Compliance

)
////

||||!\\\\
¢

i

\4
. Pravy
= International standards
5 CeNeLEC 150 -

i7ati aaooo —
T T Organizations oaoal — =
Al Trustworthiness Framework ISO/IEC 24029 suite Al Audit Certificate
Al Competence
AICET AFNOR Spec 2401 T
' R . o
t pumalls [sg}mple alcetJ




AN
saimple

Set of Tools for Achieving Trustworthy Al Models

Neural Network Explainability and Robustness Validation Solutions
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Requirements

Assessment

Robustness’ standards and Salmple

CEN CENELEC Trustworthiness Framework

Defining domain of use Ooooo
Rare events O0o00o
Perturbations

Conform to 24029 series

Conformity

ISO/IEC 24029 series Audit Report

« Measuring stability / sensitivity
« Relevance (XAl) — S |mPle

« Defining custom noises —
« Covering the domain of use —(?2




Lifecycle-Based Verification
Framework for Trustworthy Al Systems

4 )
Data cross-validation : S
Perturbation definition s el XAl for bias detection QU G Lot Menieig
Model selection Robustness map XAl for user adoption Adversarial attacks monitoring
Implicit subclasses detection
- /
[ Preparation ] >[ Production ] >[ Validation ] >[ In Operation ]

.4



S@mple main features

Applications : Applications : Applications : Applications :

Domain specification Understand the model behavior Detect unbalanced robustness Document testing procedure

Custom perturbation Identify bias Identify errors in the training set Validation process progress

Training and support Visualize input space robustness XAl to adjust your training set Impact of correcting actions
Guide your data augmentation

Use : Use :

. . . Use : Use :
Expert at your disposal Cl/CD integration : :
. : Before/After comparison Report generation

Fully scriptable tool Full automation ] . T

Trigger correction request Dashboard visualization

Requirements traceability
. J O\l AN J . J




Using s@‘mple in your existing process

A
sgimple
Statistical Formal
methods methods
TESTING ‘ PROVING
e Accuracy Audit Report Robustness
* Recall e Stability
* Fil-score » 1 — * Sensitivity
e AUC —— * Reachability
Existing metrics p— XAl
e Relevance New metrics
15



Model Robustness Validation Principle

Based on ISO/IEC 24029-2

Guaranteed to
classify as runway

Abstract shape that Over-approximated Abstract shape that contains
contains all perturbations Shape all perturbations outputs

Neural Network Layers

©)

Not guaranteed to
classify as runway

(1) f represents the noise with its intensity (A)

(2) All possible input neighbors obtained for the given noise

(3) Mathematical object containing all possibilities




UMAP Density Mapping of Model Representations by Delta max

Labels
. No crater
L4 Crater

>

Instability

Feature

The robustness map
visualization allows users to
quickly identify robust and
weak areas across the input
domain for each data point
from the validation dataset.

The more yellow a cluster s,
the more unstable its data
points; the more blue it is,
the more stable they are.
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UMAP Density Mapping of Model Representations by Delta max

Labels
. No crater

¢ Crater

>

Instability

Feature

Get valuable insights to
guide improvement efforts
by inspecting each data
point with relevant
information

18



Explainability (XAl) Feature

A\

Move from opaque decisions

- Aircraft

w Why?

To explainable decisions

Saimple helps you validate
your model decisions through
human-understandable
visualizations

- Aircraft

‘ OK!

saimple




Applicability of our Technology

Computer vision

Sl Topa Data
e (lassification . .
e Detection * Scoring / Finance
N L ] e Pattern identification

® Segmentation « High level XAl
* Industrial quality check inieie

Time Series NLP (on going R&D)

* Predictive maintenance
* Anomaly detection

* Acoustic overwatch

* Medical diagnostic

* Conversational Al
* Speech to text
* Report summary

Supported models - Neural Networks (Convolutional, Recurrent, Residual, Detectors)
- Support Vector Machine, random forest, decision trees




Highly scalable solution available
on-premise or secured HPC SaaS
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A Versatile Solution

Easy integration in any
development environment
with APl and SDK

Comprehensive & easy to use GUI

21




OECD. Al

olicy Observatory

*

Home » Tools & metrics » Tools » Saimple

Catalogue of Tools & Metrics for Trustworthy Al

These tools and metrics are designed to help Al actors develop and use trustworthy Al systems and applications that respect human rights

and are fair, transparent, explainable, robust, secure and safe.

Overview Tools Metrics About the catalogue Contribute to the catalogu

Saimple

€ vt

About the tool
dural @ France
You can click on the links to see the

Organisation(s): numalis
Tool type(s):
Numalis develops tools to help the des nd the validation of Al systems. Its solutions

also provide guidance for any industry vertical to help them adopt Al more quickly andin a

safe manner.

imple is the first S olution for analyzing and validating artificial intellige Objective(s):
specifically neural networks and SVMs. Saimple helps data scientists and Al engineers build
mare reliable and better documented Al models faster.

With Saimple’s analysis, you will be able to measure the robustness of r networks in

one click and automati extract explainability elements. With this new information,

vulnerabilities are more quickly identified in order to accelerate the design, training and Impacted

validation phases of systems. Numalis' standardization work allows you to implement srakenoiaers:
lesign practices and, ultimately, to obtain any certifications required for your

Application task(s):
Saimple is a SaaS solution that can be used both via a Web interface and an API from all

t languages and environments. Using the APl allows you to integrate the
e workflow of your data engineers throughout the development

OECD.AI catalogue of
trustworthy Al development tools

[\ ConfianceAl extended

Published July 4, 2024 | Version 2.0.0

Saimple

Owner Numal

Saimple is a verifier for neural network based on abstract interpretation. It was developed by Numalis. The tool
delivered by Numalis is a compressed archive composed basically by a set of docker images.

Documentation
User Manual
= An online documentation is available here.
Benchmarks
= Benchmark for formal methods for characterization and safety
Support

Support for Saimple must be obtained directly from the component owners, you can contact them directly here.

Additional details

Trustworthy Engineering Use cases
Attributes roles

=3
Visual In: tio
=3 o Eroee ot inspee

CONFIANCE . Al catalogue of
trustworthy Al development tools

22



> Integrated in IBM watsonx.governance

AN
sg/lmple
watsonx.governance




Raising Al Maturity Across the Board

By helping build state-of-the-art Governance, Risk and Compliance framework

numalis

Use for :
Compliance to art. 9 of Al Act

How :

« Consulting
* Auditing

« Training

N\

aicet’

Use for :
Compliance to art. 4 of Al Act

How :

« Competence inventory

» Competence evaluation
« Competence certification

N\

AN
saimp le

Use for :
Compliance to art. 15 of Al Act

How :

* Robustness validation & XAl
« Licensing SaaS / on-prem

* Maintenance and training

N\




Thank you for
your attention

+33 (0)4 67 1510 78
contact@numalis.com
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